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Dear user,

We thank you for choosing the Inokey fingerprint reader which will quickly and conveniently unlock your entrance door for
you. Our fingerprint readers are user friendly but it is nevertheless wise to take a couple of minutes to get to know it better.
On the following pages you will find a list of things which should be taken in consideration when using your new device and
also step by step description of device operations.

We wish you a pleasant experience.
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| AFINGERPRINT MUST COVER AT LEAST 70% OF THE SENSOR

Women, children and users with smaller fingerprints will have to press their
fingers on the sensor more firmly in order to cover a big enough area (a fin-
gerprint flattens and widens if pressed more firmly).

2 THE MOST PROMINENT PART OF A FINGERPRINT SHOULD BE
PLACED IN THE MIDDLE OF THE SENSOR

For the majority of users this means the middle of their fingerprint, where
the loops of the fingerprint pattern form a centre. Take a closer look of your
fingerprints and their characteristics.

3 DRY SKIN IS THE NO. 1 CAUSE FOR POOR FINGERPRINT

RECOGNITION
0 If the finger has to be pressed on the sensor more firmly than usual in order
to recognize it, the most common cause is dry skin. This can happen more
v often in winter months. We can moisten our fingerprints with a help of a
hand creme, moisturizing tissueor by breifly touching a moist surface.

/L THE FINGER SHOULD BE HELD STILL WHILE IT IS PRESSED ON
THE SENSOR

The device will make a beep after a succesfull reading. A finger should be
moved only after the beep.

5 EACH USER FINGERPRINT SHOULD BE ENROLLED SEVERAL
TIMES! MOREOVER, MORE FINGERS ON BOTH HANDS SHOULD BE
ENROLLED, TO PROVIDE MORE OPTIONS IN THE CASE OF FINGER
DAMAGE.

By taking these measures, good reading will be provided regardless of the
finger position on the sensor and even in the case of a severely damaged
fingerprint.
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Our fingerprint readers can be installed in several different configurations (different control units and
modules):

1. Fingerprint reader + door leaf control unit:
Performing functions by means of buttons on the control unit.

2. Fingerprint reader + door leaf control unit + RF module - a receiver for a remote control:
Performing functions by means of buttons on the control unit or with a remote control. By pressing
designated buttons on a remote control, the doors will unlock or a relay 2 will be triggered.

3. Fingerprint reader + DIN rail control unit:

Performing functions with a remote control. By pressing designated buttons on a remote control, the doors
will unlock or a relay 2 will be triggered.

( EXTERNAL UNIT - FINGERPRINT READER )
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MULTICOLOR LED
o

‘ It provides different signals about
the status of the device and operations.

FINGERPRINT SENSOR

Always in standby mode. When a suitable fingerprint is
placed on it, the door will open immediately.

BEEPER
34

It provides sound signals to complement
the LEDs during operations.




( CONTROL UNIT INSTALLED IN A DOOR LEAF )

Performing functions by means of buttons on the control unit.

D

O 8 gg ) [e]

0/94

BUTTON 1

/ Performs administrator and user enrolment operations.

[e20)
oole BUTTON 2
00

Performs the operation for deleting a user fingerprint.

(2]
0 \ BUTTON R
(3]

Performs FACTORY RESET.

o LED ADJUSTMENT
sensitivity adjustment of the photosensor.

(__DINRAIL CONTROLUNIT )

Performing functions with a remote control.

o o
° ° RESET »R« BUTTON
On position 10.
° ° Performs FACTORY RESET.
ANV
REMOTE CONTROL
BUTTONS A and B
Enroliment and deletion of user fingerprints.
BUTTONS Cand D

Unlocking the door and triggering relay 2.
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WHAT CAN YOU EXPECT FROM YOUR FINGERPRINT READER?
IS ALWAYS IN STANDBY MODE AND WAITING FOR THE FINGERPRINT

When a finger is placed on the sensor, the reader needs approximately one second to open the door.

ENROLLS AND DELETES FINGERPRINTS

Every operation is started by pressing the corresponding button on a control unit or a remote control. All
procedures are described in this manual.

CAN PERFORM FACTORY RESET

Factory reset operation can be performed by pressing R button on the control unit and holding it for 10
seconds. It deletes all fingerprints from the memory (administrator fingerprints included).

OPENING OF A SIDE ENTRANCE OR GARAGE DOOR (RELAY 2)

It enables opening of an additional door or triggering of a device. Triggering of the additional function can
be assigned to each enrolled fingerprint. The procedure is described in fingerprint enrolment section of this
manual.

USES HIGH SECURITY PROCEDURES AND COMPONENTS

Enrolment of a user can only be performed after confirmation by the administrator while the communication
between the fingerprint reader and the control unit, installed inside the door leaf, is encrypted by 256-bit
encryption.

Whenever an operation is not concluded (a fingerprint is not enrolled or deleted) the operation will auto-
matically time out after 1 minute.

In a case of a sensor not recognizing a fingerprint 7 times in a row, your fingerprint reader will perform a
30 second security lockdown. For every following sequence of 7 failed attempts, the lockdown period will
be extended for another 30 seconds. The longest lockdown period is 5 minutes. Whenever a finger print is
recognised, the countdown towards lockdown is reset.

TEHCHNICAL DATA

Fingerprint capacity: 1000

Power supply voltage: 8-30 V, AC or DC

2 relay outputs

Maximum current on the relay: 3 A

Relay triggering time 2 s

Maksimalna power: 1,8 W

Fast fingerprint recognition: <1,2's

Operating temperature range: -30 °C do +80 °C

Maximum environmental humidity: 100 % IP65

Fingerprints will remain in the memory in the case of power failure.
Area capacitive sensor FPC1011F3

User interface: 3-colour LED, beeper, buttons on the control unit or remote control
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ADMINISTRATOR FINGERPRINTS

The first three enrolled fingerprints are called administrators ali administrator fingerprints.
This fingerprints are enrolled by the owner or administrator of the fingerprint reader. After the third memory
slot only user fingerprints can be enrolled and only if the start of the enrolment procedure is confirmed by one
of the three administrator fingerprints.

l | l |
v v

ADMINISTRATORS USERS

1. ADMINISTRATOR FINGERPRINTS ARE ONLY THE FIRST THREE ENROLLED FINGERPRINTS
Enrolment of administrator fingerprints is only possible when the device is empty. It is not possible to enrol
them later. Administrator fingers can be three different fingers of one person or different fingers of different
people.

2. THE DECISION ABOUT WHO WILL BE THE ADMINISTRATOR, RESPONSIBLE FOR ENROLING AND
DELETING USERS, SHOULD BE MADE CAREFULLY

Administrator fingerprints should be enrolled carefully. Administrator fingerprints can not be enrolled later
and can be deleted only by performing the FACTORY RESET operation.

3.ADMINISTRATOR FINGERPRINT SHOULD BE PROMINENT AND WITH CLEAR FEATURES

When enroling an administrator, fingers with the most distinctive features should be chosen and should not
be damaged. The fingerprints should be clean and sufficiently moist. To get the best readings, follow the
instructions in the chapter CORRECT PLACEMENT OF A FINGER ON THE SENSOR.

4. ADMINISTRATOR FINGERPRINT ALSO UNLOCKS THE DOOR AND (IF ASSIGNED) CAN TRIGGER THE
ADDITIONAL FUNCTION

The only difference between administrator and user fingerprint is in the ability of administrator fingerprint
to confirm the operations of enrolment or deletion.

5. WHILE THE MEMORY OF THE DEVICE IS EMPTY, ANYBODY CAN ENROL THE FIRST THREE
FINGERPRINTS. IT IS STRONGLY SUGGESTED TO ENROL THE FIRST THREE FINGERPRINTS AS SOON
AS POSSIBLE. BY DOING THAT IT WILL BE POTECTED AGAINST MISUSE.
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Our fingerprint readers have a feature, which enables you to unlock additional doors (garage or side doors), as
addition to the front door where your fingerprint reader is installed. We can assign opening of either front door,
side door or both to individual fingerprints.

If we want to open the side door instead of the front one with the fingerprint, which we are about to enroll,
we need to perform the OPTIONAL STEP: ASSIGNING RELAY 2, which is described in administrator and user
enrollment proceedures.

THIS STEP SHOULD BE SKIPPED IF THE FINGERPRINT SHOULD ONLY OPEN THE
FRONT DOOR.

‘| PRESS THE BUTTON »R« ON THE CONTROL UNIT FOR 1 SECOND

Fingerprint reader will perform a beep.

2 PRESS ONE OF THE BUTTONS ON THE REMOTE CONTROL.

Fingerprint reader will beep again. The remote control has been paired
successfully.

— 7 Q)
<P
* FINGERPRINT READER SECURITY LOCKDOWN

In a case of a sensor not recognizing a fingerprint 7 times in a row, your fingerprint reader will perform a 30
second security lockdown. You will not be able to use your device for this period but it will come back online
after 30 seconds. In the event of another 7 failed attempts, your fingperint reader will perform a lockdown
again, this time for 60 seconds. For every following sequence of 7 failed attempts, the lockdown period will
be extended for another 30 seconds. The longest lockdown period is 5 minutes. Whenever a finger print is
recognised, the countdown towards lockdown is reset.

WHILE YOUR FINGERPRINT READER IS IN LOCKDOWN, VIOLET LED
WILL BE BLINKING CONTINUOUSLY. YOU WILL NOT BE ABLE TO USE
YOUR DEVICE DURING THIS PERIOD.
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PERFORMING FUNCTIONS BY THE DOOR LEAF CONTROL UNIT

( )

READ ALSO THE CHAPTER:
(©) »ADMINISTRATOR FINGERPRINTS«.

TO START ENROLING ADMINISTRATOR
FINGERPRINTS, PRESS BUTTON 1 ON THE CONTROL

o® UNIT.

O’® The blue LED will start blinking.

OPTIONAL STEP: ASSIGNING RELAY 2

IF THE ADMINISTRATOR FINGERPRINT SHOULD TRIGGER RELAY 2, PRESS

BUTTON 1. '@
The orange LED will flash in a combination with a beep. The enrolled administrator fingerprint OR.A.N.GE
will only trigger relay 2. 1x

IF THE ADMINISTRATOR FINGERPRINT SHOULD OPEN THE DOOR AND

TRIGGER RELAY 2 AT THE SAME TIME, PRESS BUTTON 2. ‘
The orange LED will flash twice in a combination with two beeps. The enrolled administrator OR.A.I\I.GE
fingerprint will open the door and trigger relay 2 at the same time. X

THE FINGER SHOULD BE PLACED ON THE SENSOR.

SUCCESSFUL ENROLMENT WILL BE CONFIRMED BY A

FLASH OF A GREEN LED, ACCOMPANIED BY A SHORT \ E— 3x

BEEP.

! ‘@
IF A DAMAGED OR AN EXTREMELY NON- )
PROMINENT FINGERPRINT WILL TRY TO BE GRfEN

ENROLLED, THE RED LED WILL FLASH 5 TIMES, X

ACCOMPANIED BY 5 BEEPS AND THE OPERATION

WILL BE TERMINATED. A QUALITY, CLEAN AND
SUFFICIENTLY MOIST FINGERPRINT SHOULD BE
CHOSEN FOR ENROLMENT. N

4



42

EN

C )

TO START ENROLING A USER'S FINGERPRINT, BUTTON
ON THE CONTROL UNIT SHOULD BE PRESSED.

The blue LED will start blinking.

‘@

GREEN
1x

ADMINISTRATOR FINGERPRINT IS VERIFIED FIRST.

For security reasons an admnistrator fingerprint is needed to start
the user enrolment procedure. When the administrator finger will
be recognized, the green LED will flash, accompanied by a beep.

If a non-administrative finger will be placed on the sensor, the
device will not react and the blue LED will keep flashing.

OPTIONAL STEP: ASSIGNING RELAY 2

Follow the steps on the previous page.

BLUE AND GREEN LEDS WILL FLASH ALTERNATELY.
THE FINGER SHOULD BE PLACED ON THE SENSOR
UNTIL THE GREEN LED FLASHES AND A SHORT BEEP IS
HEARD, WHICH MEANS THE FINGERPRINT HAS BEEN
ENROLLED.

e

IF A DAMAGED OR AN EXTREMELY NON-

PROMINENT FINGERPRINT WILL TRY TO BE
ENROLLED, THE RED LED WILL FLASH 5 TIMES,
ACCOMPANIED BY 5 BEEPS AND THE OPERATION
WILL BE TERMINATED. A QUALITY, CLEAN AND
SUFFICIENTLY MOIST FINGERPRINT SHOULD BE
CHOSEN FOR ENROLMENT.

GREEN
1x

—~—
-
\
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( )

TO DELETE A USER'S FINGERPRINT, FIRST BUTTON 2 ON
THE CONTROL UNIT SHOULD BE PRESSED.

The blue LED will start blinking.

ADMINISTRATOR FINGERPRINT IS VERIFIED FIRST.

For security reasons an admnistrator fingerprint is needed to start oo,
the user deletion procedure. When the administrator’s finger will ‘@:
be recognized, the green LED will flash, accompanied by a beep.

GREEN
1x

If a non-administrative finger will be placed on the sensor,
the device will not react and the blue LED will keep

flashing.

GREEN AND RED LEDS WILL FLASH ALTERNATELY. @
THE FINGER THAT NEEDS TO BE DELETED SHOULD

9 BE PLACED ON THE SENSOR. GREEN
l Successful deletion will be confirmed by 3 flashes of the
J orange LED, accompanied by three beeps.
\ If a non-stored fingerprint will be placed on the sensor, the .
device will not react. Green and red LEDs will keep flashing.  [OLTAN(€I3

3x

PRESSED AND HELD FOR 10 SECONDS. AFTER THIS
PERIOD VIOLET LED WILL FLASH 5 TIMES AND 5
BEEPS WILL BE HEARD.

All fingerprints will be deleted from the database and the
O device will have the factory settings restored. All paired
remote controls will be unpaired.

o (CPACTORY RESET )
\ \ BUTTON R ON THE CONTROL UNIT SHOULD BE
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PERFORMING FUNCTIONS BY REMOTE CONTROL

( )

READ ALSO THE CHAPTER:
»ADMINISTRATOR FINGERPRINTS«.

@:
Q TO START ENROLING ADMINISTRATOR
FINGERPRINTS, PRESS BUTTON A ON THE
REMOTE CONTROL.

The blue LED will start blinking.

OPTIONAL STEP: ASSIGNING RELAY 2

IF THE ADMINISTRATOR FINGERPRINT SHOULD TRIGGER RELAY 2, PRESS

BUTTON A. '@
The orange LED will flash in a combination with a beep. The enrolled administrator fingerprint OR.A.I\I.GE
will only trigger relay 2. 1x

IF THE ADMINISTRATOR FINGERPRINT SHOULD OPEN THE DOOR AND

TRIGGER RELAY 2 AT THE SAME TIME, PRESS BUTTON E. '
The orange LED will flash twice in a combination with two beeps. The enrolled administrator ORA.!\I.GE
fingerprint will open the door and trigger relay 2 at the same time. 2X

THE FINGER SHOULD BE PLACED ON THE SENSOR.
SUCCESSFUL ENROLMENT WILL BE CONFIRMED BY A
FLASH OF A GREEN LED, ACCOMPANIED BY A SHORT \ PRS
BEEP.

IF A DAMAGED OR AN EXTREMELY NON- J
PROMINENT FINGERPRINT WILL TRY TO BE
ENROLLED, THE RED LED WILL FLASH 5 TIMES,
ACCOMPANIED BY 5 BEEPS AND THE OPERATION

WILL BE TERMINATED. A QUALITY, CLEAN AND
SUFFICIENTLY MOIST FINGERPRINT SHOULD BE
CHOSEN FOR ENROLMENT. N

GREEN
1x
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TO START ENROLING A USER'S FINGERPRINT, BUTTON A ON THE CONTROL
UNIT SHOULD BE PRESSED.

The blue LED will start blinking.

ADMINISTRATOR FINGERPRINT IS VERIFIED FIRST.

For security reasons an admnistrator fingerprint is

@ needed to start the user enrolment procedure. When ‘Q:

the administrator finger will be recognized, the green
LED will flash, accompanied by a beep.

GREEN
1x

If a non-administrative finger will be placed on the
sensor, the device will not react and the blue LED will
keep flashing.

OPTIONAL STEP: ASSIGNING RELAY 2

Follow the steps on the previous page.

BLUE AND GREEN LEDS WILL FLASH ALTERNATELY. 4
THE FINGER SHOULD BE PLACED ON THE SENSOR
UNTIL THE GREEN LED FLASHES AND A SHORT BEEP IS
HEARD, WHICH MEANS THE FINGERPRINT HAS BEEN
ENROLLED.

<« GREEN

e

IF A DAMAGED OR AN EXTREMELY NON-
PROMINENT FINGERPRINT WILL TRY TO BE

ENROLLED, THE RED LED WILL FLASH 5 TIMES, ‘@:
ACCOMPANIED BY 5 BEEPS AND THE OPERATION oot
WILL BE TERMINATED. A QUALITY, CLEAN AND GF;EEN
SUFFICIENTLY MOIST FINGERPRINT SHOULD BE LS

CHOSEN FOR ENROLMENT.

—~—
-
\
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TO DELETE A USER'S FINGERPRINT, FIRST BUTTON & ON THE CONTROL UNIT
SHOULD BE PRESSED.

The blue LED will start blinking.

ADMINISTRATOR FINGERPRINT IS VERIFIED FIRST.

For security reasons an admnistrator fingerprint is
@ needed to start the user deletion procedure. When the ‘Q:

9 dministrator’s finger will be recognized, the green LED et

© a b

will flash, accompanied by a beep. GPiEEN

X
If a non-administrative finger will be placed on the
sensor, the device will not react and the blue LED will

keep flashing.
GREEN AND RED LEDS WILL FLASH ALTERNATELY. @
THE FINGER THAT NEEDS TO BE DELETED SHOULD
\ &~ BE PLACED ON THE SENSOR. GREEN
Successful deletion will be confirmed by 3 flashes of the
Jl orange LED, accompanied by three beeps.
e

A device will not react. Green and red LEDs will keep flashing.  JOLfAN(¢3
3x

If a non-stored fingerprint will be placed on the sensor, the

)

BUTTON R ON THE CONTROL UNIT SHOULD
BE PRESSED AND HELD FOR 10 SECONDS.
AFTER THIS PERIOD VIOLET LED WILL FLASH 5
TIMES AND 5 BEEPS WILL BE HEARD.

All fingerprints will be deleted from the database and
the device will have the factory settings restored. All
paired remote controls will be unpaired.




oO® If there is a LED lighting installed in the same door as the Inokey, it is pos-
sible to adjust at what level of brightness the LED lights will turn on by

turning the small knob on the control unit.
@O Turning the knob counter clockwise will increase the photo sensitivity and
the LED lights will turn on already in reduced brightness. Turning the knob
clockwise will decrease the sensitivity and the LED lights will turn on only

O when it gets dark.
@D Depending on where the door is installed, shadow and brightness condi-
tions vary, so usually some degree of regulation is needed.

(@] % COLOR DEPENDS ON THE READER TYPE

1 BUTTON 1 ON THE CONTROL UNIT SHOULD BE PRESSED AND HELD
FOR 10 SECONDS. 3 SHORT BEEPS WILL BE HEARD AND THE BLUE LED

WILL BE SWITCHED OFF.
Blue LED will start blinking but the button should not be released until three beeps
o-® are heard. There is an option to turn off the blue LED which is continuously shining
while deviec is in stand by mode. Performing this operation will not turn off other
o® light signals. The same procedure should be used to switch the blue LED back on.

The doors can be unlocked with a remote con-
trol (if included in the package). By pressing D
button, front door will unlock and by pressing C
button relay 2 will be triggered.

Inokey does not need any special maintenance but the sensor should be always clean. If greasy or dirty fin-
gers are often used, the sensor becomes dirty and can begin performing poorly. The sensor should be gently
cleaned with a soft and damp cloth.

ANY AGGRESSIVE SOLUTIONS, ACIDS, POLISHING PASTES OR ABRASIVE CLEANERS

SHOULD NEVER BE USED FOR CLEANING THE FINGERPRINT READER. RUBBING THE
SENSOR WITH HARD AND SHARP OBJECTS CAN LEAD TO SENSOR MALFUNCTION AND
CONSEQUENTLY LOSS OF WARANTY. 47



Warranty conditions:

The warranty period is 36 months from the day of
hand on of the product to the final customer. With
this statement, the manufacturer of the product,
NAVKOM d.o.0., guarantees that in the warranty
period the Biohandle, Bioreader or Modul (herein-
after: the product) will operate faultlessly and that
the materials itis made of are faultless and undama-
ged. If the customer finds a fault in the functioning
of the product, they can enforce the rights under
the warranty on the seller or the manufacturer, who
shall issue a claim receipt. The manufacturer under-
takes that in the event of a justified complaint they
shall eliminate the malfunction no later than 45
days after the day of complaint. If the malfunction
is impossible to repair, the customer will receive a
new product from the seller or the manufacturer no
later than 45 days after the day of complaint.

Notes concerning the warranty enforcement:
The customer assumes all risks and expenses in-
curred during the transport of the product to the
licensed seller or the licensed service.

The warranty is only valid if the warranty certificate
is completely filled in by Navkom d.o.o. or a licen-
sed seller of the product or if the circumstances of
the purchase are satisfactorily evidenced from ot-
her documents. Therefore, please ensure that your
name, the name of the seller, the serial number

of the product, the year, month and day of the pur-
chase are written in full in the original pro forma
invoice or invoice; or see to it that your purchase
receipt showing the name of the seller, the date
of the purchase and type of product is attached
to the original warranty certificate. Navkom d.o.o.
reserves the right to refuse to provide repairs free
of charge where the submitted warranty certificate
is not completely filled in and the above mentioned
document (invoice, bill) is not enclosed, or when
the data on the warranty certificate are not com-
pleted or are illegible. Keep the warranty certificate
in a safe place because we cannot issue a duplicate.

Warranty extension:

In the case that the customer enforced the warran-
ty and the licensed service found the complaint to
be justified, the warranty period is extended for the
time the product was at service. If the respective
product has undergone a major service interven-
tion, or if the product was replaced, a new warranty
is issued to the customer for a 36 month period.
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The warranty cannot be enforced in the case of:
1. Any defect caused by improper handling of the
product (e.g. the use of the product with the inten-
tions and in a manner not specified in the instruc-
tions for use, handling and maintenance etc.).

2. Any defect caused during repair, adaptation,
cleaning or any other intervention in the product
by any other party except the services licensed by
Navkom d.o.o.

3. Any defect caused because of transport, fall, hit
etc. after the purchase of the product.

4. Any defect caused by burning/fire, earthquake,
flood, lightning, other natural disasters, polluted
environment and improper voltage of the electrical
supply.

5. Any defect caused by negligent handling or in-
appropriate storage of the product (e.g. keeping it
at high temperatures or high humidity, in the vici-
nity of insecticides, e.g. naphthalene, or medicines,
poisons or chemicals which can cause damage),
inappropriate maintenance etc.

6. When the product which was sent to repair is not
accompanied by the warranty certificate.

7. Any changes of the warranty certificate concer-
ning the year, month and day of purchase, name of
the customer or seller and serial number.

8. When the warranty certificate is not accompa-
nied by the receipt for the item(s) purchased (in-
voice).

Limits of liability:

Navkom d.o.0. does not either represent or guaran-
tee, explicitly or implicitly, anything on behalf of
the suppliers or in connection with the contents of
written materials. It is in no way liable to warrant
the purchased material or its suitability for certain
purpose or any consequent injury, accidental da-
mage or immediate damage (including but not li-
mited to the damage or loss of business profits, the
termination of business operations and the loss of
business information), derived from the use orinca-
pability of use of these printed materials or device.
Some countries do not allow limitations of liability
concerning consequential or accidental damage;
therefore, it is possible that the above mentioned
provision does not apply. In the case that the cus-
tomer sends the reclaimed product via mail, it is
advised to secure the consignment. The seller and
the manufacturer are not liable for damage caused
during transportation.



